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Information Security: Friend or Foe?
Matt Curtin, CISSP

Information security (INFOSEC) is a critical, if highly
misunderstood, aspect of the processing of information.

As information is at the heart of many businesses today,
INFOSEC must be successfully addressed if we are to realize
the full benefits of information technology.

Successfully managing INFOSEC is not significantly
different from managing other challenges in a business
environment. Organizations simply need to acknowledge the
risks that are present and to address those risks. Quite a bit
of help is available, both in the form of helping employees
to understand the domain and in the form of products and
services from vendors.

In this article, we consider what information security
is from a management perspective. What is information
security? What are the objectives of INFOSEC? How can
INFOSEC contribute to, rather than draw from, successful
business operation? Finally, we consider INFOSEC from the
perspective of the health care industry.
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INFORMATION SECURITY: FRIEND OR FOE?

What is Information Security?

Information security (INFOSEC) has managed to get a tremen-
dous amount of attention in the past few years, even grabbing
headlines in the mainstream media. Despite this attention, ask-
ing ten people what INFOSEC is will likely result in ten different
answers. To some people, security is about keeping the bad guys
out of their systems. To others, security is about elimination of
all threats. To still others, security is about management of risk.
Despite the presence of security in the mainstream consciousness,
outside of the INFOSEC community, there still isn’t much agree-
ment about what exactly security means.

CIA Security?

Security practitioners can usually enumerate lists of properties
that factor into security. When we’re dealing with information
security specifically, though, there are three issues that stand out
for their clear agreement: confidentiality, integrity, and availability
(CIA). Information can reasonably be called secure when these
three properties are present.

Confidentiality simply means that the information is known no
more widely than necessary. If you tell some medical secret
to your physician, there has been no breach of confidential-
ity, because the fact was needed by the physician to render
the requested service. If, on the other hand, your physician
then tells your secret to someone else not involved in your
treatment, confidentiality would be breached.

Integrity is the assurance that the information is untainted. Note
that this does not deal with the accuracy of the information—
it strictly means that the information put into the computer
is the same as the information that comes back later.

Availability means that when the information is needed, it is
ready for use. To many, this might seem counter-intuitive.
But consider, if an attacker wants to put your company out
of business, wouldn’t the ability to deny you access to your
own information for a long enough time do the trick?

Understanding properties necessary for information security
is important, but not enough. To achieve the desired security,
implementation becomes necessary. Successful implementation in
computer systems will require both policy and technology.
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The Role of Policy

Policy is really nothing more than a statement of organizational
expectations.

Policy can be expressed at many different layers of the orga-
nization. At the broadest level, policy is a definition of the or-
ganization’s objectives and guidelines for how to achieve those
objectives. Down into the tactical and operational parts of the or-
ganization, policy will get into specific practices and guidelines
that will help people and the systems that they use to stay within
the framework expressed at higher levels.

The concept of layers of policy should be familiar to us in the
U.S. Our highest-level policy is the Constitution. Following that
definition of objectives and guidelines is necessary for any subse-
quent layer. Those layers typically consist of Federal law (the U.S.
Code), state law, and down to city ordinances.

Similarly, an organization will have definitions of its objectives
and guidelines at its highest levels. Following that will come
various layers that deal with how particular business units, de-
partments, and teams will operate.

At the highest levels of the organization will come definition of
problems that it is trying to solve in the large. Obligations of the
organization will be laid out, providing the organization guide-
lines on how to balance the interests of shareholders, employees,
customers, and the communities in which they work. Following
the highest-level policies will come the kinds of policy that iden-
tify how to identify and to manage market conditions, operational
issues, and risk.

With the organization’s definition of its risk management strate-
gies and operational requirements for information will come a
framework for defining INFOSEC-specific policy. That is, which
kinds of information are critical to the business, and how must
each of those types of information be evaluated for confidentiality,
integrity, and availability.

High-level INFOSEC policy will help the engineers and ad-
ministrators designing, implementing, and operating information
technology understand what they must do at a very detailed
level. It is here that questions like whether direct Internet access is
acceptable for particular systems or sets of users, whether packet-
filtering routers are sufficient for separating networks, or whether
application-layer proxies must be employed. Down at this layer
will specific decisions be made about the kinds of authentication
mechanisms in place—whether passwords are sufficient, how
strong they must be against various attacks, whether token-based
devices are necessary, or whether biometric authentication mech-
anisms must also be employed. In the trenches, the technical staff
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will understand how to configure the systems put into produc-
tion.

The Role of Technology

What should be clear by now is that technology’s role in INFOSEC
is really one of policy enforcement.

Only with the clear articulation of INFOSEC policy can intel-
ligent decisions regarding specific technology be made. Without
such policy definition, questions like whether something is “se-
cure enough” cannot be successfully answered, since each individ-
ual’s notion of what constitutes appropriate risk vs. benefit will
differ. This is a common problem in organizations today, with the
end result being large amounts of money being spent in the name
of security, with remarkably little to show for the expenditure. At
the same time, the best intentions of technical staff are frequently
overrun by a manager’s arbitrary decision about how much risk
the organization is willing to accept. So while the technologists
and management spend their time frustrating each other, the in-
formation critical to the organization’s operation continues to be
at risk.

Technology, through its design and configuration, will express
policy. Though inappropriate for non-technical managers to de-
cide whether particular protocols may be allowed between their
sensitive networks and untrusted networks, such non-technical
managers must provide the higher-level framework defining op-
erational and risk management requirements. Technical people,
understanding this framework, will be able to implement the or-
ganization’s policy successfully.

No amount of spending will secure an organization whose
policy is fundamentally flawed. No amount of policy will secure
an organization where the policy is not effectively implemented.
Cookies and milk are better separated than policy and technology.

Thus, INFOSEC can be described as “saying what you do, and
doing what you say.” Following this simple maxim is really the
goal of information security. INFOSEC, however, is not an end
to itself. Rather, it is part of a larger framework of how informa-
tion is to be collected and managed—the processes that define a
business operation.

How Does Information Security Contribute to Success?

Several issues come to the fore when considering how INFOSEC
contributes to an organization’s success. In a nutshell, a properly
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executed information security program will increase the likeli-
hood that the organization will be able to achieve its objectives.

Consideration of Abraham Maslow’s famous hierarchy of needs
could be helpful here. As you'll likely recall, Maslow defined
five levels of needs, physiological, safety, love, esteem, and self-
actualization. The first of these needs, physiological, includes
such things as air, water, and food. These must be satisfied to
sustain life. Once these needs have been met, the next level of
needs arises, safety. When addressing our need for safety, we
establish a sense of stability and consistency in the world around
us, and we have the ability to manage and to overcome adversity.
Maslow’s higher-level needs then move on to love and acceptance,
a sense of belonging to something larger than ourselves. The
fourth level of need is esteem, where we feel good about what we
are doing, and are recognized for our efforts. Finally, the highest-
level need is self-actualization, where we realize our potential, and
become all that we possibly can be, the best that we have to offer.

While Maslow’s hierarchy of needs was constructed to explain
how people progress toward unselfishness, the hierarchy also
makes sense when being applied to organizations. First, organi-
zations are simply made up of groups of people, aligned toward
a goal. Second, organizations do function largely the same way.
Without the “physiological” needs—those necessary to sustain
“life”—Dbeing satisfied, the organization cannot continue. Instead
of food and water, organizations need such things as capital and
people. Safety needs include the ability to establish an operating
environment that will allow the organization to deal with adver-
sity. INFOSEC fits into this second level—achieving information
security will allow an organization to deal with the kinds of dan-
gers that could kill an organization whose basic day-to-day work
is the management of information.

Moving then into acceptance, organizations have made a mark
for themselves, where people understand what the organization
is, and how it fits in with the landscape. Esteem of a company
is really the esteem that the employees. Things like recognition
for good work done fulfill this need. Finally, at the highest level,
the organization becomes all that it can be, where its mission
statement is achieved in some real sense, where it is offering all
that it possibly can to the world around it.

To be able to achieve their missions—to reach self-actualization—
organizations must satisfy the lower-level needs. Notice that is-
sues such as safety and security fall into the second of Maslow’s
five levels. To an information-based organization, INFOSEC must
be satisfied not after it has become all that it can be, not after it
has been recognized for its work, and not even after establishing
itself as a player in the marketplace. The need for information
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security must be satisfied at the second level, immediately after
basic issues of survival.

INFOSEC thus provides the ability for the organization to es-
tablish a sense of order in the world around it. Only after this has
been achieved will the organization be able to navigate success-
fully through the world toward some higher-level objective. This
is, incidentally, the same level as an organization’s physical secu-
rity. You cannot stay in business if you do not take precautions to
prevent thieves from breaking into your office and stealing your
company’s equipment.

Once INFOSEC has been achieved, the organization will be free
to move on to establishing a place for itself in the marketplace, to
be recognized for its good works, and to become all that it can.

When considered in this light, INFOSEC should seem less
esoteric. At the same time, the requirements of an INFOSEC
program in your organization should become more clear. Un-
derstanding the role of INFOSEC in an organization’s quest to
self-actualization and our understanding of how technology and
policy work together to achieve information security, we can see
several requirements for any successful information security pro-
gram:

¢ It must be in harmony with the organization’s highest-level
objectives;

¢ It must be given clear direction so that conflicts that will
arise (such as functionality vs. risk) can be resolved prop-
erly;

¢ It must correctly identify the information that is critical to
the organization (what is it that we’re trying to protect?);

* It must understand the operating environment of the organi-
zation, including not only objectives and policies, but culture
and technology;

¢ It must result in the kind of stability that allows people in
the organization to stop worrying about the information
itself, and to focus on higher-order needs.

A good information security program should simply allow the
organization to manage the risks that it will most likely face, thus
providing the kind of stability needed for it to go about the busi-
ness of achieving its ambitions. In this way, INFOSEC is just as
critical a piece of the overall formula for success as a viable of-
fering, a good marketing plan, and the ability to accept customer
payments.
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